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Model checking of stop-and-wait ARQ via SPIN

HUANG Lili
(School of Ecological Environment and Urban Construction, Fujian University of Technology, Fuzhou 350118, China)

Abstract; The working principle of the stop-and-wait AR(Q) was introduced, whose model was established by

using the Promela language. The established model was proved, through model testing conducted with SPIN,

to have the nature of the stop-and-wait ARQ. Then the method of attacking the ARQ protocol was discussed,

and the attacker was modeled by using the Promela language. The attack process was simulated by using

SPIN’ s graphical interface tool XSPIN, which proved the effectiveness of the attack.
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Fig.1 Working principle of the stop-and-wait ARQ
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mtype = { mesg, ack, err|; chan s_r=[10] of

{ mtype, dbyte, mbyte|; chan r_s =[10] of
{ mtype, dbyte, mbyte| ,
Hdr mesg ack Fil err 435148 1 W2 74 B i 5
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Hlout! err(0, 0) ARARLLAH M) TE 7 12 Fa A5
WA PRI O
2.2 BREEAIHER

TEA#SE ARQ PR Hh BB I I 00 H A

G H PPN A6/ BRI VN S SN NN R
B4 P
(1) Bl ot 2% 2k« 2 Ao WACAS 1) 0090 Mot gl A
SRR TIAT, FHUEI
(2) B8 Mot 1 8 - e Ac o 4 WA 1) 8 a5 1) ok
0T, K 1 A Y ER A ot % S, O R Al A o, T 2
T
(3) WA Z 2k - & 1k s A 28 A o, 52X
T
(4) BRI 8 < 2 306 S WA 380 5 0 A A TAOE
B A R IAIT Z 5, S BRI
H T ARREL BRSO, A SCRE T A
byte XU AE L to MENREAITARIC, S EIER 1
I, R 2x Hh BUE R I By 1 00, 2 1T A 20 B A% 3
T, AR 25 0% R AR AT 2 2k i B o
AOEIR 1, R S i Al 2 Rk o 43 WAC 3] 1
ORI L = 2= B TN
2.3 ERFimEE
R T UE BB WU A Y A% 388 1, T AR R
AT A 25 R o BE R — DN 0 BB 4% B MAX -
1A EE AR AT RS TRR i E 0 HAT e ik
B 7 Helom, AR W o BN %S A T i
B, PRI AT ik g AR AN T
AL 1 Rkt Rl
proctype sender( chan in,out)
{
int o
byte s, r;
o = MAX-1;
s = 0;
do
/A RHAR R I BAE 1 1 « /
::0=(o0+1) % MAX;
again ; if
/ # RSAUEAR WU IEAAZ 1% = /
::out! mesg(o,s);
/ # REAUEAR W B DRAG 1+ /
::out! err(0,0); cnt++; |
/BRI K Sh EAL I « /
c:to = 1
fi
if
:(to==1) —>
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atomic{to = 0; goto again |
/ x FEB A B IA T, AL *« /
::in? err(0,0); —> goto again;
/BB IR A BRI, 8 Ot g+ /
::in? ack(0, r) —>
s =1 —s;assert (s ==r);
fi

od
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proctype receiver( chan in,out)

{

it 1, ei;

byte s, es;

ei = 0;

es = 0;

do

::in? mesg(i,s);—>

if

/= AR o IR+ /
2:(s ==es)—>

es= (es + 1) % MAX;
ei=(eitl) % MAX;
if
/ # BAUBHIAWIRY ALK =« /
.:out! ack(es,0);

/BB W B IR I 1K = /

c:out! err(0,0);
cito=1;
fi
2:(s ] =es)—>
if

/ x PR RN = /
.cout! ack(O0, es);
::out! err(0, 0);
c:to = 1
fi
fi
/ x FRWCR SR AR W, 5 B AR I+ /
::in? err(0,0)—>to = 1;
od
f
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proctype init( )
{
chan s_r = [10] of { mtype, int, byte] ;
chan r_s = [10] of {mtype, int, byte} ;
atomic
%
run sender (r_s, s_r);

run receiver (s_r, r_s)
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#define cdnl (ent == 0)

#define cdn2 ((r == 0&&s==1) Il (r =
=1&&s==0))
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#define cdnl (cnt == 0)

#define cdn3 ((s == 0&& es == 1) |l (s
==1&&es ==0))

cdnl-><>cdn3
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#define cdnl (cnt == 0)

#define cdnd (ei ! = 1)

cdnl->[ ] <>cdn4
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proctype attack ( chan in,out)
{
int 1, er;
byte s, es;
ei = 0;
es = 0;
do
/  FEREE T« /
: ;atomic { in? mesg(i,s) jent——| —>
/AN AHIAMT = /
es=1-s;
atomic { out! ack(0, es); cnt++/ ;
break ;
: :atomic{in? mesg(i,s) ;ent——} —>
es=1-s;
/ # FERR AN UR E S K o =/
atomic {in! mesg(i,1-s);
out! ack(0, es);}
od
f
i P B AR 45 X ARQ PR IUAEAR
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ciever HEFE, receiver AR BTG = T i , TA
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SHHIAMT, sender HEFELEWCENDhiE Y 1 5 H A
J& KGR 1 S RE L, JE IR 0 S Bl T,
&, EE RN 0 SHHIAWIEIA, M sender HEFEH)
BRI 1 SHUER N C 290Es B, & HE o
SEARMW, XASE 0 5 BHR W receiver HEFE
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Felle, BRI B R 5 T B A — 2
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