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A framework for constructing DY model in security protocol verification
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Abstract; The modelling of intruders is an important part of security protocol verification, which di-
rectly affects the efficiency and correctness of verification. There is no available formal framework of
introders modelling, which is a disadvantage for modelling work. A framework for formalizing/con-
structing DY model that has extensive influence on security protocol verification was proposed. The
framework can depict the components, behaviours and behaviour model of the intruders, which en-
sures that the intruder has reasonable behaviours and ability and can acquire new knowledges in the
attacking process to enhance contantly the attacking ability. The effectiveness of the framework was
confirmed in the verification of Otway-Rees protocol in which a fault in the protocol was found.
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in DY model
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Bk 1 RMA(Resolve Message Action)

Input; A Message M.

Output: None.

if M =m then |{

KN; = KNU {M{ ;
%
ifM = {M,, M,, --- M} then |
for each M, € M |
RMA (M;);
}

}

ifM = K, {M,, M,,
then %

for each M, € M |
RMA (M;);
f
%

- M AK," e KN
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ifM = KX-1{ M,, M,, --- M,} NK; e KN
then {
for each M, e M |
RMA(M,) ;
%

}
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Bk 2 FMA(Forge Message Action)

Input; A Message M.

Output: A New Message M.

if M =m then |
Get a m from KN
M. =m;
f
it M=1{M, M,,---M,} then {
for each M, e M |
M;: =FMA(M;) ;
%
%
ifM=K.{M M, M/ then {
for each M, e M |
M,. =RMA(M,) ;
%
Get a K, from KN
KX: =K,;
f
if M=K, "{M, ,M,,-~-M,} then |
for each M, e M|
M,. =RMA(M,) ;
%
Get a K, ™' from KN
K, '=K,';
}

return M ;
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Fig.2 The automatic verification process based on

SPIN safety protocol
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